ICT Hz@ER Theory https://mrszeto.net/CIT/theory.htm >

HKDSE ICT 1B, 2D % O O

T < >
HKDSE/HKCEE bit-pattern {i/ TEAET \‘“\\@ O O

Binary: 7-segment display mrszeto.net/CIT/7-segment.htm
3. HKDSE ICT Database 2A % —Hi >

8 firyr HEFIHHEE 8-bit 2's complement
https://youtu.be/hC3ItoQuGCg?list=PLQutejmQFO79GXrGvoF7ittSnmYfhZagrx

fir 7ekE =L bit-pattern 10 ] FZHEE negation
/)N min 1000 0000 (80) -128 01111111
K max 0111 1111 (7F) +127 1000 0000
1001 1100 (9C) -100 0110 0011
0110 0100 (64) +100 1001 1011
-1 1111 1111 (FF) -1 0000 0000

https://mrszeto.net/home/javascript/n-bit-drag.htm
4 i1 —ERFHEE 4-bit 2's complement

A1 7tEE= bit-pattern 10 #EH KZ % negation
/N min 1000 -8 0111
By A max 0111 +7 1000
1011 -5 0100
0101 +5 1010
1 1111 (F) -1 0000

B overflow: max+1, min-1 (#{ENEEHEFE T~ value cannot be represented)

ASCI(FHE ~ B ~ F7795%), RTiHE BIGS (BAHL), BIFEHS GB (fi{4), Hi—Hi%(utf)
ASCII(A-Z ~ 0-9 ~ symbols), BIG5(Traditional Chinese), GB(Simplified Chi), Unicode(utf)
https://mrszeto.net/home/javascript/number-system.htm#unicode
AMam — ] 3} (press Alt-x)

BIN(2), DEC(10), HEX(16), OCT(8)

Hex F (11115) F 4-bit
ipv4 FF.FF.FF.FF 32-bit
ipv6 FFFF:FFFF.FFFF:FFFF:FFFF:FFFF.FFFF:FFFF | 128-bit

Mac address E{A&H ] FF.FF.FF.FF.FF.FF 48-bit

https://mrszeto.net/home/javascript/dec2x.htm



https://mrszeto.me/CIT/theory.htm
https://youtu.be/gPuyGzNByRg?list=PLBIm55dIEBCUABxt_jBsOvH1vCMlYQl51
http://www.youtube.com/watch?v=pRjY4oHEZGE&list=PLBIm55dIEBCXtlzQBkzH899EJ-7jnIbtq
https://mrszeto.me/CIT/7-segment.htm
https://youtu.be/2m--KKtLMv8?list=PLBIm55dIEBCWC-sMVq5f2QBpdrS0YwFSA
https://youtu.be/hC3ItoQuGCg?list=PLQutejmQFO79GXrGv9F7ittSnmYfhZqrx
https://mrszeto.me/home/javascript/n-bit-drag.htm
https://mrszeto.me/home/javascript/number-system.htm#unicode
https://mrszeto.me/home/javascript/dec2x.htm
http://www.youtube.com/user/ict2011hk/playlists

TCP/IP
TS X (RN 7 o DTS B B S o] (8 -

L E_ W S . S
B s X - W oW
BsE R - R L
T .

Wbl (e 2

v b~ W N

Computer X sends a file to a computer Z. The following steps describe how data is transmitted.
1. The file ___ are broken into packets .‘} .S} > .S}
2. The packets are sent out from X. .’
3. The packets ___ are transmitted through the Internet via different routes
4. The completion of the transmission of all the packets is ensured.

5. The packets __ are reassembled at Z

2022
B R B K i |firewa|| HYJE R - Reasons for using firewall
o ER ﬁ%ﬂﬁﬁﬁﬂ:‘%ﬁ%@ e Permit or block data packets based on security rules
° m/\&% e  Filter intruders
] e block unauthorized access
. Bﬁﬂ:ﬁﬁ@“ + prevent hacking
. ij‘ﬂ:ﬁﬁ Aiﬂ% EQAENEIE = e prevent spyware/ransomware attack
. Bﬁﬂ:é\ﬂ e  prevent information leakage
. HEUE‘%@J e log user activity

functions of the firewall.

o TREMKEIRE - BEAT - (HHRTEAREDE

o EREHHVEIRE - BEFEE T EVEEITE

e checking network data packets, filtering content, and detecting and defending against intrusions.

e  Filter incoming and outgoing data packets / Allow or block specified network traffic

BT RS
ﬁ%ﬁzf}l FPS, Tap & Go, PayMe, /\Z##H Octopus, AlipayHK, WeChat Pay, BoC Pay, Apple Pay
o PREIERE
o sy fnEs - [EEES(ERE - EYEES GRS
o HMARE(E /a%$ﬂﬁ:l§l’] :H‘im [ + one-time-password ® @
g - FRFEEEEE] /P AR E S

E-payment system security:

e  Security token
eSSl encryption, two-factor authentication, biometric authentication,
e  one-time password via SMS/email, smartcard,

e adopt digital certificates / use a private key to verify the user identity

-2-



2021

7 i3 25 B {0 F e A 4 (1T 3 B 4 4 4% ) U S ik
o« HFPHMEEZE ﬁEE’ﬂE@i&ﬁ@?Hﬁ HIGEHRTS > A2 G e PR -
o AELKIEPEN B Ry EE
o FLET Wik S5l (7 FHAg & IR -

Benefits of using a wireless network (instead of a wired network) in the library.
e Users can access network services anywhere in the library without the limitation of cable
connection.
e The number of network connections can be flexible.

e Allows WiFi-only devices to access network services

{55 A WiFi BYE(E R - potential problems of using WiFi
o ZAARRE > HlANFETE e Security issues such as eavesdropping
o RIBIEHVERE e Unstable connection

https://www.actcorp.in/blog/common-challenges-and-limitations-wifi-networks

2020
F AR (R 28/ T H ) FE FERA(Apps)
L%LMLEI)%EEEZJ%% AELI=IEESHRE B C, Python, Java
EELJE PR 1 ) BB (e 5 user)  #1 : SRITHRE
EVFEERGEE (' (printer) Y8 P8R {4 R8T FH P45 22 (175 (1] POS) Bk {4
R E Y S & TE A SRR ALY - 5 (win/ios/unix)_FZE{F
System software (OS, utility software) Application software (Apps)
usually written by low level languages usually written by high level languages
maintain system resources for application run on the platform provided by system
software software
Interaction with application software Interaction with users
general purpose software used for operating specific purpose software used by user to
computer hardware specific task

2018
HGE TR NIC @ S E TAF | 4884 /24948 A ?CT%% switch © Y EEE
nh o BRI AELE B A/ BT %%DX?%ZFEFJE@LEH & LIFrAE R a2
B LR F'aﬁé’ﬁﬁ)fﬁ%%ﬁu °
A NIC (network interface card) is Network cables are the Switches are used to
installed in each workstation to communication links manage the data
manage the data sent and received between the NICs and transmission between the
through the network cables. switches. workstations and servers.

-3-


https://www.actcorp.in/blog/common-challenges-and-limitations-wifi-networks

(a) HAZS switch

(b) ERFHZS router

(c) #fE% modem

@ﬁil%léﬁj:ﬂﬁﬁf%%%ﬁﬁ R
AR B LAN

ARE (A R4S

H’—’rﬂi H B ERIEEH ST > F2KE
BRI E (5 557(0,1) G AHEE A -

Controls data transmission
between devices in a network

Connects devices to form a LAN

connect 2 different

networks

convert between the analog signals
from the Internet and the digital

signals from computers.

ER AR H % 2 BRI L S AR s (A S
MR > FIE TRV -
o Pt EEEEEN - AR - A
WAFEIR » A ZHISER -

A computer network is an interconnection of computers and
peripheral devices that are connected
e  to exchange information and share hardware and
software resources, without worrying about geographic

barriers.

FHEACEHR PR > RE—
AR

. 4E4EFH R NIC

o AERSHIPERE(BIA
o HEEEESI(BIA - UTP
o IRARAGLETEEERL AP

LHAES)
F4E)

Networking hardware needed for connecting devices to a
computer network

e Network Interface Card (NIC)

e Network connecting devices (e.g. switch)

e Network cables (e.g. utp, fibre)

e  Wireless access point AP

BREHES ) HILDRE

Function of a router

o HPEAFEIRYEERS o (BT
FI LAN -+ 3#$ WAN 71 LAN)

o A IPfisk
HAEE -

DHELFELAN | e

IR CIE SR F Y | o

A router connects different networks. (e.g.
LAN and LAN, LAN and WAN)

It forwards data packets to destination devices
based on the IP Address.

E bR EE A AR s P AV {EELE advantages of storing data in the centralised servers

o PREFEE 2 (RA{ERRA)
o EIEARERREEER -

o HPAHERE > emReR -

o EEFESHHED -

e  Maintains the consistency of data for multiple devices.
e  save storage space in the local device.

e Users can collaborate to increase efficiency.

e  Facilitate the backup process.

S A5 (B A (wi-fi, Bluetooth)HY 4% - benefits of using wireless transmission media.

Wi-Fi : ST e R (i R AR supports a high data transfer rate
A provides larger network coverage
B FEEEK low power consumption
Bluetooth B A4k supports P2P (peer-to-peer) network connection

4-




5| B hE G B B BN 25|  significant factors that cause the .

) ~
B~ PRI~ FER

HIEWA ~ BE ~ FR(EE)
M EA B (1)

PR (B Re/
HIEFE ~

gender, racial

Family income, education, age, disability,

geographical location, household size and type,

Wz s IRREY A

o ways of narrowing the digital divide.

o EEHYS

o ECEE ICT R
. B TRBIE
5 ICT A

Improve the access to ICT equipment (hardware)
Improve the access to the Internet

Improve the access to ICT knowledge (learning)

{5 FH|E R AR T > ARER IS B FRER L - using streaming technology to broadcast lectures live.
5o o AHBILIfFZE i E oo BJHSSE | e Videos can be instantly played on clients
benefit W TS a1 R A without downloading the entire video.

o [REd/AREFREASRAHA e It saves storage space as there is no
BT TR need to store the entire videos.
PR FEE ~ NEEE - 4948575 & - 22 | bandwidth, download speed, network traffic,
limitation | Y7 B4 Rr ~ & Figd & - 37 | stable Internet connection, number of clients,
1% avi ~ AR A N EL (LLIBEIE | it does not support AVI, video cannot be
downloaded for later watching
N E protocol

SMTP i BE S % (S 2 Fi i

Simple Mail Transfer Protocol

HAE T 2R s

send emails to the email server

IMAP 44& (5 2 AU E

Internet Message Access

Protocol

o BEHEBEE

o WHA GRAEERE

EEF
g L REHHEE T E(:

o T TEMES AR
IS |=v NG P el

e read emails in the email server

e Internet connection is required

e emails can be synchronised
across different devices, and

organised in the server.

POP3 %[\ f5j A& 55 —hi

Post Office Protocol (v3)

TE > AT O IR

B > RTINS

Internet connection is not required if

they are downloaded beforehand.

Spread on network automatically

REFER, Trojan EHEIE T viruses EEES worms
IRHEAAE / /
Attached to other programs
il
Sgefrepllcation v v
TS AE4E B EhidHE /




LR 20575 E biometric authentication method:
NG /A IEy s SA4EIE Y, /F540R1 | face recognition, iris / eye vein / retinal scan,
SRS /TR /RE SRR /52 | hand geometry (fingerprint / palmprint),

R W palm vein, voice recognition

Validation HRMEER / Verification #EREE (GIGO » firdfidii A - furdfdfim )

https://mrszeto.net/home/javascript/datactrl.htm

1. HESE Range Check (Reasonableness) | e.g. 0-100, 1-12, A-E

2. ARG Data Type Check (int/char) e.g. abc, 123

3. REmE Length Check e.g. 1A01, HKID:A123456(3)

4. fe B8 Check Digit A123456(3), ISBN:962-001-006-X, VISA

5. SEENME/FEME Completeness /Presence Check | (&HE &g A)

6. —HMtmE Consistency Check e.g. JHAEEEEE © 1314, 9999

7. ME— & (J—FE ) | Uniqueness Check e.g. FM4RIE

8. FEMHIELI)AER Control (Batch) Total e.g. 5 10 FREHE I : $3450, $9500
PKI (A = B)

~

st o dooument o B e | g i e

ARA[EEL non-repudiation A's private key FARE A's public key /\EE

N privacy B's public key /\iEE B's private key A&t
2017
EEEanats

R (8 B 254

SN ﬁ a-z) %Z% 0-9)FIFFHE(@)HV4H &

SR YRR - ANESIEEIH RS

& P Eﬂ%uﬁz%‘ﬁ%
more secure password

Password length: long password (8 or more characters)

Password content: combination of characters, numbers and symbols

not a word in dictionary, not easy-to-guess password

Client side: regularly update the password

2016
ELEFFTEI#% Thermo printer
PREEERE / BERREVN / FTEIRFfEE

silent / small in size / shorter printing time



https://mrszeto.me/home/javascript/datactrl.htm

2024
RAM i SSD Ky —{IEhgE LAY -

RAM SSD

S5 volatility 254 volatile JE5, 4% non-volatile

IHEE function FEUEEE primary storage fH 0 [EH secondary storage

B {HIER transfer rate #5 higher 7 lower

EE{F 25 H] storage size 57\ smaller B K larger

CPU E#{7HY direct access ALl yes K no

T2 /844 hold program/data CPU [EAESATT currently being | ZE{=H|{# (¥ for permanent storage
executed by CPU

IR A 4845 VPN HYIHEE - functions of the VPN.

I EIEE - HERERIIRENE encrypting data packets to ensure confidentiality,
=iec 1P Ai7dk - PREEF PRI4E E 517 - | hide IP addresses to protect users’ online identities.

FEHRERLA A4S (VPN) - fEEAEas 24 -

o EFUImEL VPN (G Es 2B — | o A “tunnel” is established between client and
(& " RRiE ) SRR - VPN server to transmit encrypted data.

o [ERELEFEHYIP (L e Hide user’s IP address.

o {¥F] VPN ZP: RN e Use VPN to connect to an Intranet / Access
SETTEIEFE - WAN via VPN / Remote access using VPN

I (EI AR ES proxy B VPN Y47 Hl - Difference between Proxy and VPN

o U client B proxy X (IR ES 2 [H e The connection between the client and

HyERE - SR - the proxy server is not encrypted.
P FH R HZE REI: [ T R 4
Commercial s/w Shareware Freeware Open source s/w
= Microsoft Office | = WinZip » JZEESS Browsers = Linux
= Adobe = Adblock (e.g. MS Edge, Chrome) =  Firefox
Photosho = Photopea i §H = QOpen Office
| Qe
= Zoom > = GIMP
0 = RIRFaE R * Android

zoom Instant messaging
(e.g. WhatsApp, Signal)
= Acrobat pdf reader

E
i

afele AW




2015

E oy JoEL iz
HE@®G | o EEHAEEEES RUEME | o HAHR  EAEEREN  EH
TERZ PSR SR DRE ZE A E A
o TEREE Z AT E R o —EEEPETHRE H AR E AR EE
o EUFHEHE ST/ SR o R FEMNELEH
. %??ﬁﬁﬁi(ﬁﬁﬁéﬁﬁ)
BARCIENS | o SR AT o EEIRARINSEE
Ldes o A/ EUURS
RERME | o REEHTRE o Rt PRRED
o O] HHER KSR
PESRRR( | o S HET RAR LR S o (EEE
o i o NEEEUURHS
Advantages Risks
Shareware e  The software owner usually fixes e  After the trial period, it is not free to use
program bugs and adds features the software or it is illegal to use the
quickly. software.
e Try the software before purchasing | ¢ Some advanced functions are reserved
it. for paid version only.
e  Frequent update/support is ¢ Need to pay after the trial period.
available. e Pop-up ad will be shown (until you buy
the software).
Open e |tis free to use the program. e Usually there is no technical support.
source e Source code is available for
software viewing / modification.
Freeware e Freetouse e Less technical support
e  Can copy and redistribute the
software freely
Commercial | ¢  Frequent updates and technical e Higher cost
software support ¢ Cannot modify the code
e  Usually ads-free

LR vs EFEEFE Batch-processing vs Real-time processing




